prOOfPOint® PRODUCT OVERVIEW

Proofpoint Essentials
and Proofpoint Enterprise

An at-a-glance comparison of Proofpoint solufions

This document outlines the features and functionality provided by the Proofpoint Essentials and Proofpoint Enterprise
solutions. Features are grouped by product in the tables below.

Email Protection

FEATURE ESSENTIALS ENTERPRISE
Anti-virus/Anti-spam v v
Advanced Machine Learning
Zero Hour Filtering

Impostor Protection

ANEVANEN

Email Warning Tags

Low Priority Inbox

Granular Policy Creation
Remote Syslog Forwarding
Configurable Mail Quarantine

In-Depth Reporting

NN N N N N VNN

On-premises/VM/Cloud deployment Cloud Only

Advanced Threat Protection
FEATURE ESSENTIALS ENTERPRISE
Predictive Analysis on URLs v v
Click-time Analysis
URL Rewrite
URL Sandboxing

Attachment Sandboxing

SRR

Detailed Visibility
(who, what, when, campaign type)

Manual Remediation and Containment v

SN N N NN

Automatic Remediation
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Email Fraud Protection
FEATURE ESSENTIALS ENTERPRISE
Impostor Classifier v v
SPF and DKIM v v
DMARC Policy Creation v
Typo-squatting Protection v

Information Protection
FEATURE ESSENTIALS ENTERPRISE
Inbound / Outbound Email Filtering v v
Predefined Regulatory Dictionaries / Smart IDs v
Exact Data Matching
Document Finger Printing
Pull Encryption v
Outlook Plug-in v
Push and S/MIME Encryption
Internal-to-Internal Encryption
Remediation Workflow
Quarantine Access Control

Secure Reader Inbox v
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Secure Share-Large File Sharing

Social Media Security
FEATURE ESSENTIALS ENTERPRISE
Social Media Footprint Visibility v
Social Account Profile Protection v v

Social Content Monitoring v v

Archive and Governance
FEATURE ESSENTIALS ENTERPRISE
10-year Retention v v

SLA - 20 second administrator search across entire
archive

v
Legal Hold & eDiscovery Management v v
v

Supervision
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Business Continuity
FEATURE ESSENTIALS ENTERPRISE
Failover and Spooling v v
Instant Replay v

Access to Calendar/Contacts v
Access to Internal Historical Email v

Security Ecosystem Integration

FEATURE ESSENTIALS ENTERPRISE
Integration with Palo Alto Networks Wildfire v
Splunk App (Email Security Visibility) v
CyberArk Integration v
Imperva Integration v
McAfee Integration v

Platform

FEATURE ESSENTIALS ENTERPRISE
SSAE SOC 2 Type Il v
US-EU Privacy Shield v v
US-Swiss Safe Harbor v

LEARN MORE

For more information, visit proofpoint.com.

ABOUT PROOFPOINT

Proofpoint, Inc. is a leading cybersecurity and compliance company that protects organizations’ greatest assets and biggest risks: their people. With an integrated suite of cloud-based solutions,
Proofpoint helps companies around the world stop targeted threats, safeguard their data, and make their users more resilient against cyber attacks. Leading organizations of all sizes, including 75 percent
of the Fortune 100, rely on Proofpoint for people-centric security and compliance solutions that mitigate their most critical risks across email, the cloud, social media, and the web. More information is
available at www.proofpoint.com.
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